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MEETING LOCATIONS
East Hartford Public Library
Main & Central Avenue
in the Lion’s Room(downstairs)
Wethersfield Public Library
500 Silas Deane Hwy.,
Wethersfield, CT

This Space for Rent
by Pat Teevan

This month’s meeting will be the traditional
“holiday gift ideas” presentation. Come see what
to get the geek [or nerd] in your life – or what to
ask for if you’re the geek. Stuart will once again
be doing the presentation and I’m sure he’s got
some great gift ideas.

filling up my inbox yet. However, hope sprins
eternal, so I’m repeating the job description from
last month’s column. [Saves me some typing too.]

Newsletter Editor Wanted

Better warm up your browser though, ‘cause you
won’t have lots of shopping time left after the
meeting. The end of the year is really coming up
fast.

Depending on your level of comfort with pagelayout in general, and the club’s copy of iWork in
particular, it takes several hours to put the Pulp
together. As you’ve no doubt noticed, most of our
articles come to us via our APCUG membership,
so there’s not a terrible amount of actual editing of
articles required. The notable exception to the
above is the monthly quiz provided by Stuart
Rabinowitz and he’s never been late producing it.
(Thanks, Stu!!)

We did not hold the election as scheduled last
month, because we didn’t have what we believed
were the required minimum number of officers
present. Maybe we’ll give it another try this
month, if the right folks are present.
If you’re looking for an opportunity to give
something back to the club, this is your chance.
Consider running for office and helping to shape
the future direction of the club. If you want to
start slowly, there are, I believe, a couple of
“Director at large” positions that have been
empty for the last couple of years.

I’m willing to provide training on a to-be-agreedupon schedule, so please consider taking on this
function for the club.
I hope to see you at the meeting.
Until next month,, happy computing!.

I’m still looking for someone to replace me as the
editor of the Pulp. Needless to say, the letters
from people ready to volunteer haven’t been

Pat
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A L ittle Computer Quiz
by Stuart Rabinowitz

December Quiz

November Quiz Answers

The trivia and minutiae of the computer related
world. The answers will appear next month or you
can submit an answer sheet at the General Meeting. Good Luck.

1 It seems that there’s a date for everyone and
everything, there’s Mother’s Day, Father’s Day,
Labor Day, Grandparent’s Day, Talk like a
Pirate Day, and Blogger Day. So when is
Blogger Day?

This past August, Apple announced that software
suite AppleWorks/ClarisWorks had hit the "end of
lifecycle". In its honor---

1 In what year was version 1 of Apple Works
released? BTW, it debuted at #2 on Softtalk's
software bestseller list and beat out Lotus 1-2-3
by the end of the year as the most popular retail
software.
2 What was the original name?
3 What were the component modules of the
original Appleworks?
4 Who wrote the original?
5 What company was the original distributor?
6 Beagle Bros. provided a series of add-ons to
Apple Works through the TimeOut series.
These were distributed by 'Beagle Buddies' in
local user groups. Who was the HUGE Beagle
Buddy?

A June 14 is International Weblogger's Day
2 Why was that date chosen?
A On June 14, 1993 Marc Andreessen (cocreator of the first Web browser and cofounder
of Netscape), developed the What’s New
section of the original Mosaic Web site and
began posting
3 Who gets credited with coining the term
‘Weblog’?
A Jorn Barger, author of the blog Robot Wisdom
coined the term weblog on Dec. 17, 1997.
4 It has been suggested that April 4th of each year
become a (semi)official computer recognition
day, for what?
A Stated another way, 4/04 would celebrate ‘site
not found’ errors on the internet.
5 What do Anna Kournikova, Michelangelo,
Zotob, and Melissa have in common?
A They are the names of some of the more
(in)famous viruses, worms.
6 Over the past year or so Apple has been running
a series of “Get a Mac” commercials with 2
people acting as a Mac or a PC. Who are the 2
actors and which was which computer?
A John Hodgman was the PC and Justin Long
was the Macintosh
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The New, The Best, and The Worst
November 2007
Co#ected by Pim Borman, Webmaster, SW Indiana PC Users Group, Inc
http://swipcug.apcug.org/
Swipcug(at)gmail.com
Obtained 'om APCUG with the author's permission for publication by APCUG member groups.

Disruptive Open Source Programs.
The prestigious British weekly news magazine,
The Economist, carries a 14-page special report on
Innovation in its October 13th, 2007 issue. As you
might expect it is about innovation in
entrepreneurship, not the kind associated with the
name Edison and symbolized by a light bulb.
Besides, Edison did not invent light bulbs but only
improved them to make them practical and
marketable.

Another such disruptive innovation that comes to
mind is the development of Open Source software
in competition with expensive, overly elaborate
programs currently in use by the majority of
computers in the Western world. Most users of MS
Word never use, or even know or care about, its
many arcane features and could save themselves a
lot of money by using the free OpenOffice.org's
Writer that has most of the same features. Even
simpler, but perfectly adequate text processors are
available for free, such as Abiword. The
Of the different kinds of entrepreneurial innovation OpenOffice suite also includes perfectly adequate
the articles discuss, a particular one caught my
offsets for most users of MS Excel spreadsheet,
attention. Referring to Clayton Christensen, author PowerPoint presentation manager, Database, and
of The Innovator's Dilemma - When New
Drawing programs. Recently IBM announced that
Technologies Cause Great Firms to Fail, The
it would open up its Corel Office suite, and in
Economist writes: "... even successful firms can get particular the powerful Lotus spreadsheet program,
into trouble by trying to please their best
to the Open Source community and participate in
customers. Because there may be only a handful of Open Source program developments.
highly profitable, high-end buyers who want and
Firefox already has taken over a large corner of
can afford more features and better performance,
Microsoft Internet Explorer's browser market,
firms can invest heavily in trying to deliver what
based on its simplicity, ease-of-use, and the
this elite group wants, even though the resulting
products may end up being beyond the reach of the perception that it is less susceptible to virus
attacks. The Thunderbird email program is giving
majority of customers." That opens the door to
MS Outlook Express a run for its money with easy
producers of "inferior" but perfectly adequate,
lower priced products to compete successfully and plug-in access to spell checkers in multiple
languages and the expectation of greater safety in
to delegate the incumbents to market niches.
everyday use.
Christensen calls this "disruptive" innovation, as
opposed to innovation due to product
Most of the powerful image manipulation features
improvements or novel marketing techniques. As
provided by the expensive Adobe Photoshop
examples he mentions how personal computers
program are available for free in The Gimp,
took over most of the tasks of IBM's mainframes
another Open Source program free for the
and Digital Equipment's mini-computers and how downloading. Many free programs are available to
Nucor's highly efficient mini-mills outdid US
convert documents back and forth to PDF format,
Steel's blast furnaces.
long the carefully preserved domain of the
expensive Adobe Acrobat program. There are long
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lists of other Open Source programs capable of
performing just about any function required by
users, including an excellent simple
checkbook and bookkeeping program,
GNUCash and a good genealogy
program, GRAMPS. Interestingly,
almost all Open Source programs run
just as well in Linux, without the need to
invest in the performance-hogging,
malware-susceptible, expensive MS
Windows operating systems, Vista in
particular.

WILL Be Disrupted... Resistance is Futile."
(Thanks to Louis Ritz for The Economist)

Open Source programs, including the
Linux operating system, are making only
slow inroads in the Western world,
especially the USA, due to the overwhelmingly
strong marketing legacy exerted by Microsoft. The
rest of the world, in which the USA seems to
occupy an ever-diminishing niche, is less
overwhelmed by Microsoft and mostly can't afford
its expensive, excessively complex products. Open
Source programs are widely used in Asian
countries like India and China, and stand to gain
further in features and reliability due to inputs from
highly capable local programmers. Those countries
are only now entering the computer age with
literally billions of potential computer users about
to acquire their own systems. There is no question
what software those new computers will use.
Meanwhile, in the Western world Open Source
programs have found early adaptors amongst
government offices at several levels with limited
financial resources for software, that have growing
needs for use in computers that are already
available at low cost.

Thermal Color Printing
Thermal printers, still used in cash registers, have
been around for about 50 years. They print in
black-and-white on special paper using rows of
heaters to activate the ink. They are sturdy, small
and inexpensive since the only moving parts are
there to advance the paper.
Scientists at Zink Imaging have developed heatactivated inks in the three complementary colors,
cyan, magenta, and yellow, needed to generate fullcolor images. The dyes used are expected to be
stable over time and are still being improved. A
hand-held printer will be available by year-end.
2x3 inch sheets of paper will sell for about $2.00
per 10-pack.
Expensive still, but a promising development. Over
time the prices are certain to come down
(Chem.&Eng. News, 9/10/2007)

© 2007 Willem F.H. Borman. This article may be
reproduced in its entirety only, including this
It may take some time, but the advance of Open
statement, by non-profit organizations in their
Source software is unstoppable because it makes
member publications, with mention of the author's
perfect sense. Smart major computer companies,
such as IBM and Sun Microsystems, recognize this name and the Southwestern Indiana PC Users
Group, Inc.
and have decided to switch, rather than fight.
Microsoft, mostly dependent on software sales,
This article has been provided to APCUG by the author
may well end up being disrupted like the
solely for publication by APCUG member groups. All
lamplighters of long ago. Tux, the Linux mascot,
other uses require the permission of the author (see emight paraphrase the Borg, the StarTrek cyborgs
mail address above).
that "assimilated" whole planet populations: "You
Page 5

THE PULP

DECEMBER 2007

Old to New Computer Files Transfer: Careful!
by Charles W. Evans, Reviews Editor, Hal-PC, Texas
www.hal-pc.org
reviews(at)hal-pc.org
Obtained 'om APCUG with the author's permission for publication by APCUG member groups.

It’s that time of year when many of you will buy a
new computer. And one of the biggest chores of
getting a new computer is moving all of your stuff
from one to the other This review and the one in
January ’08 should be helpful in transferring or
moving your “stuff”.

CAUTION: The trick is know what to move. If
you're moving from XP to Vista, keep in mind that
some of your programs may no longer work with
Vista. And you have to be careful when you're
moving full versions of a program from XP on top
of demo versions on your new Vista machine. So
spend some time up front doing some
housecleaning on both machines before you start
the process.

I have the advantage of visiting numerous SIGs
each month and listening to individual problems.
Moving files or “migrating” programs can be a real
head ache, but it doesn’t have to be.
What won’t move easily? Some programs with
security features may need to have the user key put
A few comments first:
back in or the entire program reinstalled. Anti1. When you install a program under Windows,
Virus software won't move successfully because it
that program not only places most of its files in is so coupled with the operating system.
its own folder (subdirectory). It also places files
in various Windows folders. You must move the PS: You can also use these two reviewed devices to
copy files between your laptop and desktop
files in the Windows folders as well.
computer. In addition, you don’t have to deal with
2. To remove a program, you cannot simply delete firewalls or Ethernet - some transfer programs use
the folder. That’s only the first step, although not an internet type connection.
the best. You must uninstall the whole program.
File Transfer or Migration
Most programs now include an “uninstall”
feature. Please use it.
Belkin USB Cable Transfer
3. Transferring a file or folder from old to new
computer just does that – it simply moves files
from one place to another. If you have the
original installation media, that may be all that
you need. Install the program on the new
computer then move data files from the old
computer.

For a
basic
utility
and
simplest
way to
transfer
4. If you don’t have the original install media, what files from
then? In January, I’ll review a program that will one place
actually move the entire program, including files to
another,
in the Windows folders, to your new computer.
use this
Belkin
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Easy Transfer Cable for Windows Vista. Load the
special drivers from the included CD. Plug in the
USB2 cable into each computer and open Explore.

you in correctly moving files, LapLink has
included a “sync” program – easy to use and oh, so
handy.

You should see your old computer as another
device or hard drive. Then move the files from the
old to the new computer as you would move any
other file. Suggestion: I would Copy rather than
Move. That way you have a backup on your old
computer…just in case.

I have used the Vista wizard on a handful of PCs
and none were adequately transferred in my
opinion. The data files were moved okay for the
most part but the process was cumbersome and
crashed on some computers when using the
network options. There were timeouts and snags.
Transfer security is very tight from lockout
protection to folder level security.

The Windows Easy Transfer Wizard automatically
appears and lets you select the files to copy. With a
couple of clicks, your photos, music, settings, and
more transfer, without requiring time-consuming
CD burning or a network.
Belkin includes free file-synchronization software.
With "One-Click," PCsync software automatically
synchronizes files, folders, music, photos, video,
etc. between your PCs. It works on Win98SE
through Vista.
What can you expect in your box? An Easy
Transfer Cable for Windows Vista, a brief Quick
Start Guide (a more complete Guide is on the CD)
and a CD with Windows Easy Transfer and
PCsync® software. For more info and updates, go
to www.belkin.com.
LapLink Migration Kit
For a more comprehensive solution to move your
stuff from your old computer to your new Vista
computer, look at LapLink’s version 11.5 or 12
which use an optional USB2 for transfers. This
device uses a TCP/IP connection, which, for us
non-guru’s, means an internet connection
procedure. This Kit is very efficient and effective,
but it does require some time to set up AND
you’ve got to read the few pages of instructions.
They are non-technical, but you have to follow
them explicitly.
Newer versions include a Windows Vista transfer
wizard that attempts to bring over some of your
settings from one to the other (it helps if you buy a
special cable). Simply select the files or programs
you wish to transfer and press the button. To assist

Warning: It is important to install the USB cable
correctly. Do not attach the cable to the computer
until directed. Incorrectly installing the cable can
result in
problems in
the Device
Manager,
and can
prevent
Laplink
from
connecting
properly. If
it is
currently
attached,
please
unplug it
before
proceeding.
For more
info and
software updates go to www.laplink.com.
Not sure either of the above will do what you
want? That’s understandable. Hang loose for the
January ’08 review of an excellent file/program
mover.
This article has been provided to APCUG by the author
solely for publication by APCUG member groups. All
other uses require the permission of the author (see email address above)
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Weird Windows Behavior
by Sandy Berger, compukiss.com
Sandy(at)compukiss.com
www.compukiss.com
Obtained 'om APCUG with the author's permission for publication by APCUG member groups.

Have you ever been completely dismayed by your
computer? Does it seem to do unusual things that
you can’t trace back to any of your actions? Well,
you are not alone. This happens to all computer
users. In the computer world, unusual things
sometimes happen. Here is a list of some weird
computer behavior and how to combat it.
Icons disappear
Right-click on any open area of the computer
desktop, then chose Arrange Icons By. If your
icons have accidently become hidden there will be
no checkmark in front of Show Desktop Icons. Just
click that option and your icons will reappear.
Unusual windows appear
Windows has a lot of keyboard shortcuts that can
be accidently accessed. For instance, when I
started this column, I wanted to hit the Shift key
and the letter “h” for the word Have. However, my
finger slipped and I hit the Ctrl key and the letter
“h” instead. A window popped up asking what I
wanted to Find and Replace, which is not at all
what I intended. If this ever happens you to you
can usually just close the pop up window, but
occasionally you have to look a little further into
what happened. For instance, when working in
Microsoft Word, it you accidently hit Ctrl+N, a
new window will appear making it look like you
just lost your entire document. If you look closely
you will be able to figure out that all you have to
do is close the new window and the document you
were working on will reappear.
If you can’t figure out what happened or you get
caught in a loop, restarting your computer will
usually bring you back to normal.

Lost toolbars
As noted before, an errant key press can cause a
problem. This time the culprit is one of the F keys.
Accidently pressing the F11 key can make the
toolbars disappear. This is often used as a feature
when you want to show something in what they
call “full screen mode”. If this happens to you, just
press F11 again to make the toolbars return.
The toolbar moves
Have you ever had the toolbar that usually appears
on the bottom of the screen show up on the side or
top of the screen? There is an easy way to get it
back where it belongs. Just place your cursor right
next to, but not on, the Start button. Then hold the
mouse button down and drag the toolbar back
where it belongs.
Dramatic slowdown
A dramatic slowdown can mean that your hard disk
is filling up. The computer uses the hard disk as
sort of a scratch pad when it computes, so when
your hard drive starts to fill up, it can slow the
computer down significantly. Click on My
Computer and highlight the drive called Local
Disk (C:). Look at the Details area to see how
much space is free. You should have at least 10%
of your hard drive free. If you don’t, a hard drive
cleanup is in order. Delete unnecessary programs
and backup old files and photos to an external
drive or CD so you can delete them from the hard
disk. You can use the Disk Cleanup utility to empty
the recycle bin and delete unnecessary temporary
files. To access it, click on Start, choose All
Programs, then click on System Tools where you
Concludes on page 11…
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FBI Asks “How Aware Are You of the
Dangersby of
the ‘Net?”
Ira Wilsker,
APCUG Director; Columnist, The Examiner, Beaumont TX; Radio and TV Show Host
Iwilsker(at)apcug.net
Obtained 'om APCUG with the author's permission for publication by APCUG member groups.

WEBSITES:
http://www.fbi.gov/page2/nov07/
cyberspeech110607.html
http://www.fbi.gov/pressrel/speeches/
mueller110607.htm
http://www.debka.com/headline.php?hid=4723
http://housecall.antivirus.com
http://safety.live.com
http://www.gcn.com/online/
vol1_no1/45386-1.html

Director Mueller went on to explain the effect of a
similar attack here in the United States, “If we
lose the Internet, we do not simply lose the ability
to e-mail or to surf the web. We lose access to our
data. We lose our connectivity. We lose our
intellectual property. We lose our security. What
happens when the so-called ‘Invisible Man’ locks
us out of our own homes, our offices, and our
information?” This brings up the question, “…
given the growing presence of the web in our
personal and professional lives, how aware are
you of the risks of attack via the Internet?”

This is not the column that I had originally
prepared for publication this week. As regular
readers may know, I frequently lecture on
computer security topics, and have written
numerous columns on security topics over the
years. While many of us surf the net oblivious to
the online threats that face us, many others are
aware of the threats, and sadly, many have learned
of the threats the hard way. The online threats
that we face on a regular basis have not been lost
on our federal government leadership.

In his speech, Director Mueller was poignant in
describing the situation that is facing us online.
There were several key points in his speech that
require some additional discussion. One point he
made was, “The growing intersection of terror and
the web.” He described the case of Younis Tsouli,
who went by the screen name “Terrorist 007”,
who was an al Qaeda webmaster. Taking
advantage of most of the contemporary online
threats that we all face, Tsouli broke into servers
to get the data bandwidth he needed to carry out
his nefarious schemes, and used
“phishing” (authentic appearing but counterfeit
websites to steal personal information), to steal
credit card and personal information. With these
purloined credit card numbers and personal
information, he managed to purchase over $3
million worth of deadly supplies and equipment
for terrorists. Tsouli also created a website “You
bomb it” patterned after the popular “YouTube”,
which he hoped would become a centralized
website for terrorists to exchange information.
Director Mueller explained that local internet
service providers could unknowingly run a server
that is helping terrorists, and that we, as the

FBI Director Mueller recently gave a speech at
Penn State University where he warned about the
cyber threats that we all face. He started his
speech talking about the recent World Series,
where the tickets for the Rockies’ home games
were initially unavailable online because some
hacker had made the website inaccessible. He
referenced the cyber attack against the country of
Estonia last spring, where a coordinated attack
from computers around the world, “… shut down
banks and emergency phone lines, gas stations
and grocery stores, newspapers and television
stations, even the prime minister’s office.”
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innocent victims of identity theft, could end up
financing terrorist activities.
Another threat facing us, according to Director
Mueller, is “The rise of bots”, where networks of
computers are unknowingly taken over for
nefarious purposes. One of the most common
ways of taking over a computer is to plant a type
of Trojan on the computer referred to as a
“zombie”, which effectively makes the infected
computer a zombie under the control of persons
unknown. According to recent security
statements, some “bots” consist of over a million
infected computers. It is well known in cyber
security circles that the many variants of the
Storm Worm, which is still spreading to infect
countless computers, mostly through email
attachments, has created millions of zombies.
While many of these bots are currently being used
to spread spam email, generating riches for the
“bot masters” or “bot herders” who sell their
purloined capacity, there are more dangerous uses
of bots. It is important to note that owners of
zombie infected computers are unaware that their
computers are infected, and are a component of an
illicit bot spreading spam and chaos to other
computers. Director Mueller stated, “Once under
their thumbs, these networks can wreak all kinds
of havoc, from shutting down a power grid to
flooding an emergency call center with millions of
spam messages.”
“Hackers are using sophisticated techniques to
steal sensitive intelligence, scientific research, and
communications data.” This is what the Director
is calling “the invisible man” where an unknown
cyber intruder oversees everything on a network,
including what people are typing, and reading any
files stored on a computer or on a network. Since
most cyber intruders will never leave any
indication that they have viewed your files, stolen
your passwords, and copied your critical and
confidential data, you will never even know that
you have been victimized and your data has been
compromised. Once victimized in this manner,
you will never know how much damage has been
done, maybe until it is too late.

The federal government is actively fighting
international cyber terrorists, and contemporary
news accounts are rife with stories about criminal
and espionage cyber attacks from China, Russia,
Iran, Iraq, and other unfriendly countries. Despite
governmental attempts to secure our computer
infrastructure, much of the responsibility falls
upon us individually. We must accept
responsibility for the safety and security of our
own computers. As has been appealed many
times in this column before, we absolutely must
have updated defenses in play on our personal
computers. Antivirus, anti-spyware, and firewall
software are imperative on our computers; after
all, it is the personal computer that is the target of
the zombie Trojan, and it is millions of personal
computers like your and mine that make up these
huge bots that can wreak such havoc.
For those who would be interested in seeing what
a cyber attack warning might look like, an
unofficial Israeli website that disseminates antiterrorism information, the “DEBKAfile”, has
recently posted such a warning about a massive
upcoming cyber attack on the US
(www.debka.com/headline.php?hid=4723). I am
typing this prior to the date of this next alleged
“cyber jihad” attack on the United States
(November 11, Veterans’ Day) and you will
certainly be reading this column after that date. I
hope that this warning, as have many other such
warnings, turned out to be false. In fact, several
security authorities such as McAfee, and
Computerworld magazine, have argued that the
DEBKAfile warning is a hoax, and that the
information presented is unreliable. Another
publication, Government Computer News, also
belittled the warning, but the column that said that
had the subtitle, “Don’t cancel your day off
yet” (www.gcn.com/online/
vol1_no1/45386-1.html). This cyber attack
warning is but one example of what Director
Mueller is warning about.
Since the antivirus and anti-spyware on our
computers can be compromised or neutralized by
a zombie that slips through our defenses, it is a
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good idea to perform a free online security scan
from one of the many available. My two personal
favorites are Trend Micro’s Housecall
(housecall.antivirus.com), and Microsoft’s online
OneCare at safety.live.com (click on the shield in
the middle of the window). A successful scan by
either or both of these services will likely indicate
that your computer is clean of viruses, worms,
Trojans, spyware, and zombies. Make sure your
firewall is installed and updated. As I complete
most of my security presentations, I close with the
expression, “Practice safe HEX.”
This article has been provided to APCUG by the author
solely for publication by APCUG member groups. All
other uses require the permission of the author (see email address above).

Weird Windows…
continued 'om page 8

will find Disk Cleanup listed. It will walk you
through the cleanup. Once your hard disk has
more free space, you computer will perk up
considerably. You might also consider defragging
your computer to speed it up. The Disk
Defragmenter utility is in the System Tools area.
Remember there are other things like viruses and
spyware that can also slow down your computer.
No sound
Sometimes the sound gets muted by mistake.
Look at the taskbar at bottom of the screen. In the
right hand side you will see a small icon that
looks like a speaker. If it has a red X on it, the
sound has been muted. Click on the icon, then
click to remove the checkmark in front of the
word Mute. If you don’t see this icon, go to the
Control Panel and choose Sounds or Sounds and
Audio Devices where you will find a place to
uncheck the Mute option. Many laptops and some
desktops also have a volume button on the
keyboard which you can use to mute and unmute
the speaker.
Mouse shutters
If your mouse is hard to control or acting erratic,
it may need a cleaning. An optical mouse with a
flat bottom just needs a cleaning with a damp
cloth. If your mouse has a roller ball on the
bottom, remove the ball and clean the rollers
inside the mouse with a Q-tip soaked with
isopropyl alcohol.
Hope this gets you through some of those weird
Windows moments in your life.
This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
author (see e-mail address above)..
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10 Commandments for Online Shopping
by Robert Spotswood, a Member of HAL-PC, Texas
www.hal-pc.org
robert(at)spotswood-computer.net
Obtained 'om APCUG with the author's permission for publication by APCUG member groups.

Navigating the Minefield
Just as flies are attracted to a fresh pile of manure,
so are criminals attracted to large amounts of
money. With online shopping sales at an estimated
$132 billion in 2006, the number of online crooks
trying to steal from you has grown, too.
Body text: But just because there are crooks out
there doesn't mean you have to give up online
shopping. While there is no such thing as perfect
security, and anyone who tells you differently is
either lying or deluded, there are things you can
do to stack the odds in your favor. The following
10 online shopping commandments will help you
enjoy the benefits while minimizing the risks of
online shopping.
Understand the Risks
If you get most of your information from
the mass media, you will likely be sadly
misinformed. While major data breeches
make headlines, most identity theft sails under the
media's radar. By definition, "news" means that it
hardly ever happens. Despite the widespread
belief that seems to be promoted by the mass
media that identity theft occurs primary online, in
truth, most occurs offline.

I

According to a 2004 study by Javelin Strategy &
Research, 72% of the identity theft cases studied
occurred offline, while only 12% started online,
with the rest undetermined
(www.identitytheft911.org/articles/article.ext?
sp=29). Further, the study found that those who
used the Internet to keep tabs on their bank
accounts and credit cards lost only $551 on

average, while those that stuck to more traditional
paper statements averaged losses of $4,543.
As you can see, using the Internet to shop and for
banking isn't automatically dangerous, and offline
usage isn't automatically safe. While you should
exercise care, don't let unfounded fears stop you
from enjoying all the benefits of online shopping
(and banking).
Keep your computer clean
Viruses, spyware, and trojans, oh my! If
the bad guys have their software planted
on the computer you use to go shopping
(or banking), you lose. No matter how careful you
are with your financial and credit card info on the
Internet, if the bad guys can see your every move,
every keystroke, then the bad guys win.

II

Start protecting yourself by having and regularly
updating a virus scanner. Grisoft
(free.grisoft.com/) offers both free AVG anti-virus
software and an AVG anti-spyware program.
Supplement the AVG spyware program with both
Spybot (www.safer-networking.org/) and Adaware (www.lavasoftusa.com/). No one antispyware program catches everything, so you need
to use multiple products to be really sure.
Don't use Internet Explorer, but use Firefox or
Opera instead. Internet Explorer's bad track record
plus being actively targeted make it an unsafe
choice. While neither Firefox nor Opera are
perfect, their track records are far better than
Internet Explorer.
McAfee offers a neat, and free, plug-in for both
Firefox and Internet Explorer called Siteadvisor
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(www.siteadvisor.com). McAfee has tested a huge
number of websites for bad stuff. This plug-in
shows you the results of those tests in a little bar
at the bottom of the browser window. A green site
was safe when last tested, while a red site has
serious problems (stay away!), and a yellow site
has some issues, but not bad enough to warrant a
red rating. A few sites are gray, which means they
haven't been tested. As Siteadvisor integrates with
your browser, it will even add a color-coded rating
symbol next to your search results if you use
Google, Yahoo, or MSN. This helps you avoid
problems, and malware, in the first place.
Stay up-to-date with your patches, and consider
some sort of firewall software, even if it's an
external device. Finally, never use a computer you
don't trust for online shopping or banking,
especially a public computer. You never know
how well it's taken care of, and, being public,
even the best care won't catch everything.
Shop around
Unless what you're looking for is
obscure, there is going to be more than
one store selling it. This is especially
true with name brand, popular items. Remember
that with online shopping, visiting multiple stores
is quick and easy. The range of prices can vary
considerably on the exact same item.

III

When comparing prices, don't forget to compare
shipping costs and methods, too. Sometimes a
company that charges a little more may offer free
shipping, versus a company that charges less but
has high shipping rates.
Don't trust that lock
Just because your web browser shows
the SSL symbol, such as a closed lock
or key, that doesn't mean everything is
safe. First, what type of encryption is being used?
128 bit is considered the minimum standard today,
with some sites using 256 bit AES encryption, but
that doesn't stop sites from using older, poorer
encryption, such as 40 bit. If the website can't get

IV

at least 128 bit, don't trust them to do anything
else correctly either.
SSL depends on certificates in order to work. Is
the certificate issued to the company you think
you're dealing with? For instance, Amazon.com's
certificate says it was issued to Amazon.com Inc.
This is what is expected. However, suppose the
web site, buyme.cxm, certificate reads ABC
company. Is something fishy going on? If you just
looked at the lock, you might think everything is
OK. Since very few people bother to check the
certificate, a bad guy can cause your browser to
display a legitimate lock, while you're at a
different site than you think you are.. Antiphishing tools are making this harder to do, but by
no means impossible.
In one case, I wrote to a company I was going to
order from because the certificate didn't match the
company name it should. According to the reply I
got back, the certificate was legitimate, and I was
the first person to write them about it in the two
years it had been up. The certificate was soon
fixed.
However, just because the certificate name does
not match the website name doesn't automatically
mean something is wrong. Certificates are
expensive. Sometimes companies will use their
parent companies certificates to save money.
Some websites use their web host's certificate to
save money or if they don't really need SSL and
the web host sets this up automatically.
You can see the certificate's details for yourself in
Firefox by left clicking on the lock in the address
bar. This opens a window where you then click on
details to see the certificate information. In the
pictures below, the SSL lock is there, but the
certificate does not match the site name (ignore
any warning that comes up for this example). This
is because the SSL certificate belongs to the web
host, and not the website. This is an example of
the website owner not needing SSL, so he went
with the web host's certificate. The figures were
collected using Firefox.
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Figure 1: To view the certificate, click on the lock

Figure 2: Click on view to see the names. Notice
this certificate uses 256 bit encryption.

Figure 3: Do the names look correct for the
website?

V

Check out the company

Unlike brick and mortar stores, where
the purchase is pretty much a
simultaneous exchange of money and
goods, online shops demand payment upfront.
They then ship the items to you in good condition,
you hope. Thankfully, you are not defenseless.
There are more than a few sites out on the web
that allow users to post reviews of not just the
items, but the stores. Six such sites that do this
are: www.amazon.com, pricegrabber.com,
bizrate.com, pricewatch.com, www.google.com/
products, and shopping.yahoo.com, where others
who have bought from the company before you
can post their experiences. However, you should
never just look at the average rating to make your
decision on whether or not to do business with
this company. The ratings can be misleading.
The first thing to consider is how many ratings.
The average of 1000 ratings is more telling of
what to expect than the average of 2 ratings. But
the number of ratings isn't the only thing to
consider. How far back do the ratings go? A store
that gets 1000 ratings but only goes back 2
months either does a huge amount of business, or
is faking their own ratings, probably the latter.
Then you have to look at the ratings themselves.
Scummy stores are not above posting positive
ratings about themselves. One tell-tale sign of this
is that many to most of the positive ratings all
read the same, as if someone had copied and
pasted. Detailed ratings have much more
credibility. This is why it's important to scan the
ratings, and sort from highest to low. If you see
this sort of thing, stay away from the store! Any
store that needs to post positive ratings about
itself is a store you don't want to do business with.
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The other thing to consider is the low ratings.
Why were they given low ratings? Are the low
ratings detailed, or do they look like they are
copied and pasted? Rival stores (especially
scummy rivals) are not above posting bad ratings
about a good store to drive business away from
the good store and hopefully to themselves.
Remember, just because the store is listed on one
of the major shopping sites mentioned above
doesn't mean it is a good store. Another way to
check on a store is to use a major search engine
like Google or Yahoo. If others have had bad
experiences with the store, it's likely the search
engines will find some mention of it.
Use credit cards, not debit cards
It is important to understand that
despite the Visa or MasterCard logo
sported by almost all debit cards, they
are not the same as credit cards, especially online.
There are important protections you have by law
with credit cards that don't apply to debit cards.

VI

If you buy something that's damaged or defective
and you use a credit card, you can withhold
payment under the Fair Credit Billing Act, both
online and offline. You must make a good-faith
effort to solve the problem with the merchant first.
However, if you can't resolve it, contact your
credit card company and they will investigate the
problem. If the card company sides with you,
which will probably happen if you have a
reasonable case, the charge won't be added to your
bill. However, purchases made with debit cards
are not covered under the Fair Credit Billing Act.
Good luck getting your money back!
Some credit cards offer extended warranties and
other protections for large purchases made on the
card. This does vary by card, so check with all
your credit card companies, if you have more than
one, before buying to see which will give you the
best deal. No debit card doing this could be found
while researching this article.
Credit cards have a maximum of $50 liability if
you report the problem promptly. While your

maximum direct liability with a debit card is $500
by law, this only applies if you notify the bank
more than 48 hours after you learn of the problem.
Some banks promise to limit the liability to $50,
but there are numerous reports that not all banks
honor that promise.
But the real danger with debit cards is they are a
direct line to your checking account. A thief can
drain it all, including any overdraft line of credit.
While you may get most of the money back, in the
meantime, you don't have access to your money. It
could take the bank 10 days or more to refund
your money. In the meantime, you can have
checks bouncing all over town, along with the
bounced check fees, and possible embarrassment.
Blocking is also a bigger problem with debit cards
than credit cards. Some places, such as hotels, gas
stations, and rent-a-car agencies, among others,
will contact the company that issued your card to
give an estimated total of the bill, their estimated
total. If the transaction is approved, your available
credit (credit card) or the balance in your bank
account (debit card) is reduced by this amount.
That's a "block." Some companies also call this
placing a "hold" on those amounts. Hotels and
rental car companies often add anticipated charges
for "incidentals" like food, beverages, or gasoline
to the blocked amount. If you are close to your
checking account limit, which is far more
common than with credit limits of credit cards,
you can bounce checks even with enough money
in the bank, while waiting for the block to be
released.
Credit cards offer you much better protection than
debit cards, especially online. Never use a debit
card for online shopping.
Zero liability sounds better than
it is
Protecting your credit card
accounts is more important than
most people realize. Some people think just
because your liability with credit cards is limited
to a maximum of $50, taking precautions isn't

VII
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worth the effort. After all, that $50 is only if the
card itself is stolen rather than just the number,
and most credit card companies tend to waive that
for good customers, although you might have to
call and ask. So you might believe the maximum
loss with a stolen credit card is only $50 as an
extreme worst case scenario. Wrong!

Protecting Your Credit Card
Online
So how do you protect your
credit card number online? After
all, you have to give them your card number to
make the purchase, right? Well, for some cards,
no. Let me explain.

Depending on how the card issuer handles things,
they may close the current account and reopen a
new, identical account for you, with a new card
number (flipping the account). While to most
people this is not a change in your credit status, it
will affect your credit score. Your credit score is
partially based on how long the various revolving
accounts (like credit cards) have been open.
Length of time accounts have been open makes up
roughly 15% of your credit score. New accounts
will actually cause your credit score to go down,
especially if the previous account was open for
years.

Some credit card issuers have special programs
where you can get "temporary" card numbers. By
using these, your real number never goes out on
the web, and hence is much harder to steal. This
means you don't need to worry much about how
secure the store keeps its servers. These numbers
can also be canceled if the shop tries to play
games with your number. For example, according
to Thomas Hawk, PriceRitePhoto threatened to
bill his credit card $100 if he posted a negative
review (thomashawk.com/2005/11/priceritephotoabusive-bait-and-switch.html). Using a
"temporary" card number shuts these and other
games down very quickly.

Your credit score touches more parts of your life
than most people realize. Applying for a new car
loan, home mortgage, or other loan? A flipped
account means you could pay more or even not
get the loan. Insurance companies are starting to
base rates partially on credit scores. A flipped
account means your rates can go up.
Some employers check credit scores before hiring
or promoting. Having a flipped account could
make the difference between getting and not
getting that position you want. Your credit score is
also looked at when you connect utilities, try to
rent an apartment, or even buy a cell phone.
Lower scores mean higher prices or you have to
buy a lesser model, if the sale happens at all.
As you can see, even if your direct liability is $0,
you still want to protect your account information.
Having your number stolen can cost you
indirectly in ways most people don't realize. Even
if the new account isn't reported as new, you still
have to wait for the new card to use it again. It is
worth the effort to protect your card number.

VIII

In addition, the "temporary" card numbers can be
used for phone orders, or even mail orders, not
just online orders. However, trying to use one at a
brick and mortar store is not recommended.
Cashiers really don't like it if you pull out a piece
of paper with a credit card number written on it
and try to pay with that.
Do not confuse the temporary card numbers with
the "Verified by Visa" program. The Verified by
Visa program does not work with all online stores,
only those signed up for the program. It also
doesn't help you with phone or mail in orders.
So how do you get a "temporary" card number? It
depends on who issued your credit card. However,
in every case, you must have a credit card with the
bank, and must create an online account. Out of
the 5 largest credit card issuers in the United
States, neither Chase nor Capital One offer a
temporary card numbers. Discover, Bank of
America, and Citi all offer temporary numbers.
Discover Card (www.discovercard.com) offers
Secure Online Account Numbers, which are
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temporary numbers linked back to your real
number. The credit limit and expiration date are
the same as your real card. The temporary number
even includes the CVV code for websites that
think it provides any real security. (The CVV is
not random, but generated by a formula based on
your credit card number. Do not assume the
criminals don't know the formula.) According to
the Discover Card website, "A secure account
number can only be used at the retailer where it
was first used—it can't be used anywhere else. If
the secure account number is stolen, you can
deactivate it without canceling your actual
Discover Card Account." Of course, since it can
only be used at one place, its value if stolen is far
less than that of a regular number. These numbers
can be used for recurring charges and automatic
bill pay, provided the merchant does not change.
Unfortunately, the Secure Online Account
Numbers page is rather hidden. To find it, you
have to go the Discover Card home page, scroll
down, then click on "Security Center". Scroll
down on the new page and near the bottom you
will find a "Create a Secure Number" button.
Click on that to get started. A new window opens
and the username and password are the same as
your online account. This works with both
Internet Explorer, Firefox, and even with Firefox
on Linux. You should be aware that based on an
admittedly small sample size, the first time you
use one of these numbers, you will trigger a fraud
alert with Discover. Be prepared for the phone
call.
Bank of America (BoA) credit card holders can
use BoA's Shopsafe program. With this program
you have to sign in to Online Banking at
www.bankofamerica.com or fiacardservices.com
which is a redirect to https://
www.ibsnetaccess.com (both are BoA sites). From
there you can create the temporary card number.
You can set the credit limit and expiration date for
each number. It is only good for one merchant, but
can be used for recurring charges at that merchant.
It is known to work with Windows and Macs, and

to work with Netscape 8.1, which is based on
Firefox, so Firefox should work as well.
Citi refused to respond to questions about whether
or not they even had a temporary number
program. However, a HAL-PC member who has a
Citi card did offer the following: "...I wanted to
mention (since they didn't bother to respond to
your question) that Citi does indeed have virtual
credit card numbers...The card numbers have onemonth expirations and can be closed by the cardholder once the transaction has been posted. They
can be monitored and managed on-line through
the Citi card holder's account." As these
temporary numbers have one-month expirations,
they are not suitable for recurring charges. It is
also known that the Citi website does not work
correctly with Firefox, and therefore Linux users
are out of luck.
Close the Browser
Due to the nature of the web protocol
(AKA HTTP protocol), it is necessary
to temporarily store your credit card
information in a cookie. The cookie is encrypted,
and almost never written to disk. When the
session (think conversation) ends, the cookie is
automatically purged and so is the key to decrypt
it. So when you end your transaction, and leave
the website, your credit card info is gone right?
Not necessarily.

IX

Welcome to the world of cross-selling. Crossselling is where a legitimate merchant (or their
shopping cart vendor, often without informing the
merchant) cuts a deal with another company to
add a link to the transaction complete page. But
this is no ordinary link.
This link actually continues the session, so your
credit card info is still available. The link may
entice you with something like "Click here to
claim your $10 Cash Back Reward on your next
purchase!". If you click the link, buried
somewhere on the page, usually you will have to
scroll down to see it, is a checked box saying
something like "Sign me up".
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As if that wasn't sneaky enough, there is some
JavaScript on the page so if you then close the
browser or navigate away from the page, the onexit script kicks in and completes your "order"
with the credit card info from the legitimate
merchant's session. Any e-mail they send you (as
required by law), if they send one at all, has a
subject line designed to trip every spam filter out
there so you will never see it.
Usually there is a 60-90 day free trial before the
billing starts in order to hide the source of the
billing. The billing is small to avoid scrutiny, and
the description is often obfuscated. The billing is
also recurring. One company that does this is
Webloyalty.com and the charges currently appear
as WLI*RESERVATIONREWARDS.

Happy
Holidays
and best wishes

There are two good defenses against this sort of
scam. First, when the page comes up that says
your transaction is complete, close the browser.
Don't navigate to somewhere else, just close the
browser and reopen it. Second, use temporary
card numbers if possible. Since both Discover and
BoA temporary card numbers are only good for
one merchant, the billings will be automatically
rejected. You can cancel that particular number for
good measure if necessary.
Use common sense
Finally, consider the price. If one store
is way below all the others selling the
exact same item, there's a reason, and
it is usually not a good one! Someone once told
me the following about investing, "Lost
opportunities almost always come round again,
but lost money never does." It applies equally on
online dealing. If it seems too good to be true,
pass it by.

X

Robert Spotswood, a HAL-PC member, is active in the
Linux SIG and a freelance computer professional. He
can be reached at robert(at)spotswood-computer.net.
This article has been provided to APCUG by the
author solely for publication by APCUG member
groups. All other uses require the permission of the
author (see e-mail address above).
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Membership: Anyone may become a member. Dues are
$12 per year and include a one-year subscription to The
Pulp as well as access to the HUGE Public Domain disk
libraries and BBS. Meeting topics, times and places can
be found on page 1 of this issue.
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